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Not All Cloak and Dagger
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Collaboration

« Office of the Chief Information Officer (information management)
* Classification

e Counterintelligence (Cl)

e Customs team

« Foreign Travel

 Foreign Visits & Assignments (FV&A)

« Legal

« Mail Room

* Nonproliferation

 Operations Security (OPSEC)

« Technology Transfer
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Our shared mission is to keep . . .
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. .. our own science and technology from being used
against us.
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Two Top Counterintelligence Concerns

* Trusted insider

» (QOffsite elicitation
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The Best and the Brightest

Dilbert by Scott Adams

DILBERT, 1 HIRED SOME {’EURTH ELBONTA 15 AN |
CONTRACT EMPLOYEES EVIL TOTALITARIAN
FROM NORTH ELBONIA REGIME. MY PROTECT
TO WELP ON YOUR PROTECT|3!| (WILL CREATE TOP SECRET
MILITARY TECHNOLOGY

l\T{'} USE AGATNST THEM.

SURE, BUT YOU HAVE

TO WEIGH THAT AGAINST
THE FACT THAT THEY'RE
WILLING TO WORK FOR
FREE .

www. unitsdmedia.com

O 1097 United Foalure Syndicats, Inc
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The Best and the Brightest

« 20 CFR 656.21 - Basic labor certification process

— Preference give to U.S. workers
— Documented good faith efforts
— Prevailing working conditions and wages

— Specifically explain why each U.S. worker interviewed was not
hired.
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The Best and the Brightest

Dilbert by Scott Adams

I'M A LITTLE CONCERNEO
ABOUT YOUR HIRING
COMMUNIST NORTH
ELBONIAN CONTRACTORS
TO HELP ON MY TOP
SECRET
MILITARY
PROJECT.

E-mall: SCOTTADAMA@SAOL COM
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DON'T WORRY. WHAT'S.
THE WORST THING THAT
COULD HAPPEN?

I COULD BE
ERECUTED

W IART United Feasture Syndicala, Inc.

TALK T0O
OUR LEGAL
DEPART-
MENT.

14 efry

COULD T OPT
FOR THE
EXECUTION
INSTEAD?
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The Best and the Brightest

e Challenge to the principle investigator/project manager is

to simultaneously:

— Supervise foreign national(s)

— Partition off sensitive information
— Hire additional staff

— Conduct research
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The Best and the Brightest

Dilbert by Scott Adams

—
THE COMPANY LALWYER

1M WORKING ON A TOP

SECRET MILITARY PROTJELT.

MY 3055 HIRED SOME
NORTH ELBONTIANS
TO HELP ME.

/

wwrw . Unitedmedis com

5 Adee s

THEY'RTL COMMUNISTS.
1F I GIVE THEM ANY
INFORMATION, T COULD
BE GUILTY OF TREASON.
I COULD BE EXECUTED.

|

[aji3f47 @997 Uniied Feslure Syndicels. inc,

SURE. WHAT
WOULD I HAVE
TO DO — PULL
A LEVERT

/"s]
AN
> Los Alamos

HNATIONAL LABORATORY

UNCLASSIFIED

= E5T. 1941

The World's Greatest Science Protecting America




UNCLASSIFIED

The Best and the Brightest

« 20 CFR 656.21 - Basic labor certification process
— Exception: 20 CFR 656.10
— Aliens of exceptional ability in the sciences or arts
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The Best and the Brightest

Dilbert by Scott Adams

DON'T (WORRY THAT (WELL
TAKE ANY MILITARY
TECHNOLOGY SECRETS
BACK TO NORTH ELBONIA.

)

SCOTTADAMB@ADL.COM

E-mall:

SADs

WE SIGNED THESE
LITTLE AGREEMENTS
THAT SAY WE WONT.
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The Best and the Brightest

« Foreign intelligence services and terrorist organizations
may try to use the following techniques to place agents
Inside our respective workforces:
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Change the citizenships of their agents.

Place agents inside institutions where we are known to regularly
recrulit.

Design agents’ backgrounds to closely match job postings or
work within our organizations to create job postings to match
agents’ qualifications.

Exploit resistance from U.S. citizens to conduct weapons-related
research.
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The Best and the Brightest

Dilbert by Scott Adams

MY PROTECT HAS
HIT A LITTLE SNAG.

\
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SAdrs

(OUR NORTH ELBONIAN
CONTRACTORS STOLE OUR
MILITARY TECHNOLOGY

0

(NEXT YEAR, REMIND ME

TO INCLUDE CONTRACT
EMPLOYEES TN THE

FOR THEIR BELLIGERENT ¥ 2|| TeEAm-
5 THE F
HOMELAND. THEY'RE i|| BUILOING s wfﬁoi,
BULLOING A HUGE LASER| 3 || LIORKSHOP. \ 1 /3
TO VAPORILZE US. | S V
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The Best and the Brightest

« National Science Advisory Board for Biosecurity, June 30, 2005
— Executive Office of the President
— Department of Health and Human Services
— Department of Energy
— Department of Homeland Security
— Department of Veterans Affairs
— Department of Defense
— Department of Interior
— Environmental Protection Agency
— Department of Agriculture
— National Science Foundation
— Department of Justice
— Department of State
— Department of Commerce
— Intelligence Community
— National Aeronautics and Space Administration
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The Best and the Brightest

Dilbert by Scott Adams

... THE NORTH ELBONIANS
STOLE OUR MILITARY
TECHNOLOGY. WE THINK
THEY'RE BUILDING A
HUGE LASER TO USE
AGAINST US.

L

E-mall: SCOTTADAME@AOL.COM

SAdp-s

ASK TINA THE TECH
WARITER TO CREATE A
USER MANUAL FOR
THEM. REMIND TINA
HOLJ THE NORTH
ELBONTIANS TREAT
WOMEN )

S 1987 United Fastura Symdicals, Inc.
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LATER 1IN NORTH ELOONIA

OXAY... THE TIMER TS
SET... WE'RE LINED UP
TN SINGLE FILE... NOW
WE SING A HELEN
REDDY
SONG.
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The Best and the Brightest

 Managers and hiring officials can counter infiltration

attempts by

— Ensuring they do not overlook qualified U.S. citizens.

— Diversifying as much as possible the institutions and
organizations from which they recruit and hire employees.

— Coordinating with counterintelligence officials to make fully

informed assessments of the risks versus the gains when making
staffing choices.
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Two Top Counterintelligence Concerns

* Trusted insider

» Offsite elicitation
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Optimal OPSEC
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The Preamble

In May, 2004, Hassan Abbassi, a leading adviser to
Iranian Supreme Leader Ali Khamenei, announced:

"We have a strategy drawn up for the destruction of Anglo-Saxon
civilization and for the uprooting of the Americans and the
English. The global infidel front is a front against Allah and the
Muslims, and we must make use of everything we have at hand to
strike at this front by means of our suicide operations or by means
of our missiles. . . There are 29 sensitive sites in the U.S. and in
the West. We have already spied on these sites and we know
how we are going to attack them."
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The Declaration

In October 2005, Iranian
President Mahmoud
Ahmadinejad spoke at
the "World without
Zionism" conference held
in Tehran:

“... They [ask]: Is it
possible for us to witness
a world without America
and Zionism?' But you
had best know that this
slogan and this goal are
attainable, and surely can
be achieved...”
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The Shift

ISHA/PHOTO: HAMED NOORI

2 Months and years versus decades and centuries.
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The Research

Overt requests from lran for
iInformation at Los Alamos
National Laboratory are
consistent with targeted
efforts to make these
credible threats.
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The Focus

 All of the reports contain unclassified science that could

be applied to one or more of the following:
— Development of a complete nuclear weapons program.

— Chemical, biological, and radiological weapons development,
usage, and effects.

— Target selection.
— Site and program concealment and defense.

 Less than half of those downloads were allowed.
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In Summary
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